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OUR TALK IS
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 Dawn of New Security Bytes
 What's a Byte and How do you make one? "
 Taste a Byte (of Online Identity Theft)
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 Trials and Tribulations

« Changes
 Lessons Learned

« How Can You Do It Too
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ips to Help You Practice Safe and Secure Online Shopping From

Home

With the holidays approaching, lots of shoppers will be enjoying the convenience and economy of
Internet shopping from home.

Here are some useful tips to ensure that your experience is a safe one!

»

Know who you are dealing with and what you are buying: Almost anyone can set up an online
shopping website. Stick to companies you know and trust and make sure you are on the correct website. Don’t click
on a vendor link in an email that “looks” legitimate because it might take you to a malicious site that will download
malicious software or steal financial information. If an offer looks too good to be true—it’s probably a

scam! Watch out for online coupon scams that ask for personal information— Never agree to reveal your personal
information just to participate in a promotion.

g Pay by credit or charge card because your online transaction will be protected by the Fair
Credit Billing Act: This law gives you the right to dispute charges and under certain circumstances withhold
payment while your creditor is investigating your claim. If there is an unauthorized charge, you may only be liable for
the first $50. Check out the company’s online shopping guarantee, warranty, return and/or purchase protection
benefits. Review the terms of the purchase and keep a paper trail. Examine your credit card statements and be on the
lookout for unauthorized charges.
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 What do we have working against use
 What do we have going for use
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« Edutaining
* Timely

« Easy-to-understand
* FOocus on one topic



Identity theft happens when someone steals your personal

information and uses it without your permission. It can damage

your finances, credit history, and reputation - and it can take a lot

of time and energy to resolve.

Watch our short, entertaining video on keeping your identity safe
k.

online. Click on the movie icon or follow thi

(WPrevention = Protection 1
Be Alert to Impersonators —Don't give out personal information on the phone, through the mail or

over the Internet unless you've initiated the contact or know who you're dealing with.
Avoid Phishing — Don't open files, click on links, or download programs sent by strangers. Doing so O S ( O

could expose your system to malware (short for “malicious software,” includes viruses and spyware).

Use Security Software — Install anti-virus/anti-spyware software, and firewalls on your personal
devices, and update these protections often. Install security patches when they are made available.

Keep Passwords Private - Use passwords/phrases with at least 10-12 characters, including . .
upper/lowercase letters, numbers, and symbols. Don't re-use, share, or write down your passwords

where others can see them. Refrain from using the "Remember Me" feature that saves your

username or password, and always log off accounts when you're finished.

Be Wise About Wi-Fi — Public otspots may not be safe. Secure networks often require a
password. If you use an unsecured network, others can see what you see and what you send, and
may use that to steal your information. Don’t enter personal information online unless it is a secure

L]
site from log-in to log-out. “Https” at the be ing of the web address and a “lock” icon on the status
bar of your internet browser can indicate it is secure. l ' I ( : r e O
Don’t Overshare on Social Networking Sites — An identity thief can find information that you post
about your life, use it to answer ‘challenge’ questions on your accounts, get access to your

information, and change your passwords. Make your profiles private, and refrain from posting
personal information on public sites.

Pay Using Your Credit Card - If you pay by credit or charge card online, your transaction will be
protected by the Fair Credit Billing Act. Under this law, you can dispute charges under certain
cirqumsiances and lem_po[arily withhold payment while the creditor investigates them. Avoid using e-

mail to send any financial information unless it is encrypted.

Secure Your Social Security Number (SSN) — If someone asks you to share your SSN, ask why
they need it, how it will be used/protected, what happens if you don't share the number, and if you
can use a different kind of identification. The decision to share is yours.

Safely Dispose of Personal Information — Before disposing of a personal computer or mobile
device, make sure to clear all the data off of it first (see the links for more instructions). Shred

documents with any personal or financial information when you no longer need them.

Read Privacy Policies - Yes, they can be long and complex, but they tell you how the site maintains,
uses, and shares the personal information it collects.

Guesion: What A A thief could

someone might Did you be usmg
have tolen my KNOW? your child’s

information?

Answor: If any of these things happen to you, you Parents and guardians don’t expect
may be a victim of identity theft.

. ;;’”",’::ﬂ";';,m””” from your bank account that you for years before the crime is discovered.

g only learn about it years later, when applying
* You don't receive your bills or otfier mail. or apartment.
* Merchants refuse checks.
yourd le by the Federal Trade Commission to
o Debt collectors call about debts that arent yours. hw, to protect your child from identity theft.
* You find unfamyiiar accounts or chArges on your credit
report.

» Medical providers bill you for services you didn't use.

* Yaur health plan rejects your fegitimate medical claim
because the records show you've reached your
enefits limit.

« The IRS notifies you that more than one tax return
was filed in your name, or you have income from an
employer you dont work for.

o You get notice that your infosmation was
compromised by & data breach.

If you think you've been a victim of identity
theft, visit IdentityTheftgov for immediate
steps to take.

% NIH Information Security Program
*  Office of the Chief Information Officer Email: NIHInfoSec@mail




- Mean spirited comments
Creating mean tmages of
anothee kid
- Increasingly aggressive
- Kave friends who bully
others

Whal is Encruplion? /

\—\

DELETING...
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Who can you tell?

Parents

| Teacher

School administreator
Police
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Subject: Check out these COOL Pictures

Antached: | ™ downloadjpg 27 KB

Check out these COOL Pictures!
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When Is Information Sensitive?
IF 105 OF
CONFIDENTIRLITY,
INTEGRITY, R
RVAILABILITY COULD HAVE
SERIOUS, SEVERE, OR
CATASTROPHIC EFFEL
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click here
*info'

click here 1o
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Protect Yourself from 1101¢
I O E ; I I Online Identity Theft P 10101010110

Use strong passwords to protect all
devices/accounts.

e ° « Monitor your bank/credit card statements
[ G O I S Ize and credit report.
» Use credit cards to pay online.
Use secure networks that encrypt your

‘| ‘l X ‘l 7 information.
+ Don't over share your personal life online.

Question all requests for personal

° ( : O rd S.I.O C k information to avoid phishing scams. !
- Don't give out your Social Security Y : : —_—
Y = » You see bank withdrawals you didn't
Number unless absolutely necassang make or unfamiliar accounts/charges on
your credit report.

L]
o E n d U rI n g ‘ O n -I-e n -I- You are missing bills or other mail.
Merchants refuse your checks.

Debt collectors call about debts that
aren't yours.

Medical providers bill for services you
didn't use.

Your health plan records show false
claims.

The IRS notifies you that another tax
return was filed in your name.

\
IMMEDIATE STEPS \

Place an initial fraud alert with the
3 nationwide credit reporting companies.

Order your credit reports.

- Report it to the local police and file a
complaint with the FTC.

NEXT STEPS
Review your credit reports.

Dispute errors with credit reporting
companies.

Report errors to affacted businesses.

Get copies of documents the identity
thief used.

Resolve all issues with affected
accounts/institutions.
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1o learn more, visit https://www.IdentityTheft.gov.

m National Institutes of Healtt NiIH Information Security Program: NiHInfoSec@mail.nih.gov










WHEN DO WE
SEND THEM?

Every other month







https://youtu.be/UQCzTkzlypU


https://youtu.be/UQCzTkzIypU

IMPLEMENTATION
CHALLENGES

* Differing emaill
requirements

* Lots of emails daily

 Dependent on
individual ISSOs

« Numerous
communications
schedules

e Inbox “Rules”






LET'S DO A
SURVEY

e careful what you
ask for
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AWARENESS
RATINGS

Emails
Videos

Posters



How Useful Are the What is Your Senior
Security Bytes to You Management’s
As the ISSO? Opinion of the
Security Bytes?

" Not At All Useful ®Only a Little Useful “No Opinion B Negative
® Neutral = Useful ® Neutral = Supportive

® Very Useful ® Highly Supportive




1ISSO'S
EXPERIENCE
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IC Staff’s Response to
Receiving Security Bytes

Staff dislike the Security Bytes and would
rather not receive them

m Staff have not expressed anything about
the Security Bytes

Staff look forward to each new release of
the Security Bytes

Have You Noted Any
Improved Behavior
Changes Related to the
Security Bytes
educational messages?

No

Yes

15



Total Security Bytes Video
Statistics by Fiscal Year

3193

" FY2015 M FY2016
* as of 3/14/2016




LESSONS
LEARNED

 Review Process
* More ISSO Buy-In

« Continually
Refining

« Get Senior
Management
Support

* Marketing is Key!




HOW CAN YOU DO
IT TOO?




IDEAS FOR
TOOLS/
RESOURCES
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WAYS TO CUSTOMIZE
OUR APPROACH TO
YOUR ORGANIZATION




Awareness Gallery (Under Construction)

AWARENESS
GALLERY

» Houses previous releases
of Security Bytes

» Dedicated topic pages
» Other resources




THANK YOU

NIH Information Security Program
Phone: 301-881-9726

Email:

Visit us af:





